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Agenda

• Social Media: an increasingly important marketing 

platform

• What are the potential security risks?

• Steps organisations may still wish to take if they don’t 

have a current Social Media strategy

• Some thoughts on handling a Social Media incident
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Social Media

• Facebook has 500 million users

• Twitter has nearly 200 million users

• Linkedin more than 90 million

• In December 2000 the Internet had 360 million users 

(worldwide)
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A Corporate Social Media presence . . . 
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Twitter . . . 
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LinkedIn
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Other Social Media platforms . . . . 
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Threat Agents
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Where to start . . . 

• A register of the Company’s Social Media assets

• InfoSec Policies extended to support Social Media 

requirements

• Standards for security settings for various Social Media 

platforms

• User education around malware and incident 

management
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Policy areas
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• Information published to social media platforms must 

comply with the Company’s privacy and confidentiality 

policy.

• In the event that a leakage or breach occurs via a social 

media platform must be reported in line with the 

Company’s incident handling process.

• Social media accounts must not be shared between 

employee’s, with the exception of . . . [platforms not 

supporting multiple accounts]

• Passwords for Social Media accounts must be secured in 

line the Company’s password policy and must be different 

for each social media platform.
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Policy Areas cont.d

• Security configuration settings for Company social media 

accounts must be in line with the Company’s standard in 

this area

• Users must not access Company social media platforms 

from PC’s not approved for use within the Company’s IT 

environment

• Use of Company social media accounts will be monitored 

by the Company and reviewed from time to time to 

ensure adherence with the policy
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Security Standard – Social Media

• Password Policy

• Restricting logins

• HTTPS

• Monitoring and logging

• Privacy settings e.g.

• Individual contact data

• News feeds

• Photo tagging
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What if your company isn’t on Facebook?
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Managing a social media incident?

• Change the password (Update applications or API access 

– in case of lockout)

• Revoke ‘connections’ or ‘applications’ rights you do not 

recognise

• Don’t respond (until you understand what happened)

• Identify how it happened
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Managing a social media incident?

When you are back in control:

• Clean up

• Consider issuing a response (but not necessarily an 

apology!)

• Review security procedures/address previous violations

• Educate your user base
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Summary
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Questions?
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