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Managed PCI Security Scanning

As someone with responsibility for Information Security you may find that
managing risk associated with PCI Security Scanning can result in more
challenges than solutions. If you have a requirement to perform PCI security
scanning against your most critical systems you need solutions that work for

your business and to your timescales.

How does your organisation demonstrate
compliance and due diligence?

Do you have an Approved Scanning Vendor (ASV)
that offers support and assurance via email and
telephone during the vulnerability remediation
process? Are you immediately alerted to risks that
affect your organisation? An experienced scanning
provider that can offer assurance about the status of
your organisation’s security.

Do you have the ability to freely reassess
your systems as and when it is needed?
Network landscapes change over time and you need
to have assurance that you are not exposing your
business assets to unnecessary risk.
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findings can be the real challenge, how
do you currently handle the results?

Can you easily distribute findings to the relevant
individuals or groups within your business? Are you
able to maintain an audit trail of access to
information about vulnerabilities within your
organisation? Increasing visibility through the
remediation process helps improve effectiveness and
reduce timescales.

How do you distribute the findings of
testing directly to the team responsible

for implementing a resolution?
Our secure portal FastHold ensures a secure flow of
sensitive information to authorised personnel only.

How do you track your security trends
and monitor your patch management

process?

By combining PCl ASV Scanning with Issue Manager
you can visualise trends that affect your patch
management. Group by business unit and you can
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directly compare and contrast the remediation
process across your entire organisation.
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The benefits of the PCI Scanning
Service and its integration with the
FastHold platform include:

FastHold offers customisable reporting &
management of user access allowing you
to control the level of access for users
within your organisation.

HTML reports allow you to drill down into as much
detail as you require. PDF reports offer the flexibility
for you to download and print the results as
required.

Clear and Concise Reporting allows you
to instantly identify areas of risk so you
can focus on reducing the external threat.
Vulnerabilities are classified as high, medium or low
risk, enabling you to see at a glance the level of risk
posed to your organisation. Full descriptions of the
vulnerability and remediation advice are provided
per risk and per host saving you time and effort.

Issue Manager enables you to control the
remediation process within your team;
this gives you complete control over your issues
allowing you to assign them to groups or individuals
to review or remediate.

Controllable User Access

ensures that colleagues or third parties can only see
the information they need to do their job. Sensitive
information relating to the overall security of the
company remains confidential.
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As a Qualified Security Assessor (QSA),
MWR InfoSecurity have a detailed understanding of
the underlying PCI DSS requirements and how PCI
Scanning sits within them and can offer advice on
issues relating to the standard.

We are an experienced scanning provider
and we have worked with a variety of organisations
large and small and deliver professional results
through a professional service.

The PClI Scanning Service will give you a regular view
of your security posture, identify areas for
improvement and let you track your progress as you
gain compliancy. The advantages go beyond the
direct business benefits of preventing breach and
information loss; you can record and demonstrate
what has been done to prevent business disruption.

MWR have a unique insight into the PCI DSS standard
as they are both a QSA and an ASV — this has helped
us on a number of occasions as we worked toward
compliancy.

Technical Manager

Leisure and Tourism Sector

For information about the MWR InfoSecurity PCI
Scanning Service please see:
http://www.mwrinfosecurity.com/external-mss

Contact us directly on: +44 (0)
1256 300920 for more information
about how the service could benefit
your organisation or to arrange a
demonstration.
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