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Firewall Rule Set Review

Your organisation needs to be able to implement network filtering and
firewall controls to protect your key assets, but does the implementation of
the firewall policy leave you with additional challenges for management and
auditing? How do you gain assurance that your infrastructure is correctly
protected once the firewall rule sets have been implemented?

Are all your firewall rule sets consistent
with company policy?

Old rule sets or those added for testing could be
exposing your systems to an excessive level of risk.
Are your rule sets documented and reviewed in a
manner that enables the associated risk to be
accurately assessed? You need to be able to measure
the changes in the level of risk your business is
exposed to through its firewall rule sets.

Our firewalls had been in place for many years and |
wanted to have confidence they were still enforcing a
secure policy in line with my expectations. The review
gave me the answers | needed.

Security Manager,

Finance Sector

Do you know if the rule sets applied to
the devices in your organisation are
enforcing the policy as you expect?

Do you have ongoing visibility and assurance that the
change control processes are operating as expected?

© MWR InfoSecurity

Is the security of your organisation reliant on devices
which are maintained or managed by third parties?

How do you measure the compliance of
your firewall rule sets against standards
such as PCI DSS?

Does the output from your rule set reviews enable
your QSA to sign them off as compliant? Does your
current provider understand and appreciate the
background of your compliancy requirements? Are
you being exposed to a significant level of risk
through your third parties?

Do you have the tools to effectively
disseminate security sensitive
information directly to the relevant parts
of your organisation?

Often the hardest challenge comes from organising
the technical findings. Can you easily assign
accountability for remediation activities and set
deadlines. The output from the service is available
through MWR InfoSecurity’s FastHold portal. This
enables you to distribute the results efficiently and
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securely to the teams within your organisation who
need them.

MWR InfoSecurity can provide a solution
to all of these issues through its Firewall
Rule Set Review services.

They offer greater visibility of the risk associated
with a firewall rule set whether this is internet facing
or controlling your network from a partner or
supplier. Results are provided securely through the
FastHold Information Management Portal.

The benefits of the Firewall Rule
set Review and its integration with
the FastHold portal include:

Clear and Concise Results

are provided in all your reports and can be easily and
securely accessed through MWR InfoSecurity’s
FastHold platform enabling you to work more
efficiently.

Our Proven Technological Expertise
means you can have confidence in the knowledge
and experience our consultants bring to protecting
your technology from attack. Our consultants can
offer practical advice on how to reduce the risk your
business is exposed to.

Our Threat Aligned Approach

enables MWR InfoSecurity consultants to directly
reflect the implications of current and emerging
threats enabling you to accurately understand the
risk your organisation is exposed to.

MWR’s alignment with standards such as
PCI DSS

enables you to demonstrate compliance whilst also
providing clear guidance about how rule sets can be
enhanced.
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Using Firewall Rule Set Reviews as part
of your security management programme
gives you the ability to easily assess
important controls within your
organisation.

The service provides you with assurance in the
implementation of rule sets applied to the devices
that enforce your security policy. This approach
enables you to have confidence in your
implementation and to provide evidence to
accreditors, assessors and auditors that you are
managing your information assets in line with your
policy statements.

My firewall administrators are very busy and needed
some help gaining confidence in the rule sets that
have grown to over 300 rules per device. The review
conducted by MWR helped them to understand the
implications of our configuration.

Network Manager,

Outsourcing Company

For more information about MWR InfoSecurity
Firewall Rule Set Reviews please see:
http://www.mwrinfosecurity.com/firewall-rulesets

Contact us directly on: +44 (0)
1256 300920 for more information
about how the service could benefit
your organisation or to arrange a
demonstration.
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